HIPAA: Notice of Privacy Practices
Michigan State University Health Plans

EFFECTIVE DATE
This Notice is effective January 1, 2013.

PURPOSE

This notice describes how your medical information may be used and disclosed and how you can get access to this information.
Please review it carefully.

The Michigan State University Health Plans (collectively referenced in this notice as the “Plan”) are regulated by numerous federal
and state laws.

The Health Insurance Portability and Accountability Act (HIPAA) identifies protected health information (PHI) and requires that
the Plan, with Michigan State University and the Plan administrator(s) and insurer(s) maintain a privacy policy and that it provides
you with this notice of the Plan’s legal duties and privacy practices. This notice provides information about the ways your medical
information may be used and disclosed by the Plan and how you may access your health information.

PHI means individually identifiable health information that is created or received by the Plan that relates to your past, present or
future physical or mental health or condition; the provision of health care to you; or the past, present or future payment for the
provision of health care to you; and that identifies you or for which there is a reasonable basis to believe the information can be used
to identify you. If state law provides privacy protections that are more stringent than those provided by federal law, the Plan will
maintain your PHI in accordance with the more stringent state law standard.

In general, the Plan receives and maintains health information only as needed for claims or Plan administration. The primary source
of your health information continues to be the healthcare provider (for example, your doctor, dentist or hospital) that created the
records. Most health plans are administered by a third party administrator (TPA) or insurer, and Michigan State University, the Plan
sponsor, does not have access to the PHI.

The Plan isrequired to operate in accordance with the terms of this notice. The Plan reserves the right to change the terms of this
notice. If there isany material change to the uses or disclosures, your rights, or the Plan’s legal duties or privacy practices, the notice
will be revised and you'll receive a copy. The new provisions will apply to all PHI maintained by the Plan, including information that
existed prior to revision.

Uses and Disclosures Permitted Without Your Authorization or Consent

The Plan is permitted to use or disclose PHI without your consent or authorization in order to carry out treatment, payment or
healthcare operations. Information about treatment involves the care and services you receive from a healthcare provider. For
example, the Plan may use information about the treatment of a medical condition by a doctor or hospital to make sure the Plan
iswell run, administered properly and does not waste money. Information about payment may involve activities to verify
coverage, eligibility, or claims management. Information concerning healthcare operations may be used to project future
healthcare costs or audit the accuracy of claims processing functions.

The Plan may also use your PHI to undertake underwriting, premium rating and other insurance activities related to changing TPA
contracts or health benefits. However, federal law prohibits the Plan from using or disclosing PHI that is genetic information for
underwriting purposes which include eligibility determination, calculating premiums, the application of pre-existing conditions,
exclusions and any other activities related to the creation, renewal, or replacement of a TPA contract or health benefit.

The Plan may disclose health information to the University if the information is needed to carry out administrative functions
of the Plan. In certain cases, the Plan or TPA may disclose your PHI to specific employees of the University who assist in the
administration of the Plan. Before your PHI can be used by or disclosed to these employees, the University must take certain
steps to separate the work of these employees from the rest of the workforce so that the University cannot use your PHI
for employment-related purposes or to administer other benefit plans. For example, a designated employee may have the need
to contact a TPA to verify coverage status or to investigate a claim without your specific authorization.

The Plan may disclose information to the University that summarizes the claims experience of Plan participants as a group, but
without identifying specific individuals, to geta new TPA contract, or to change the Plan. For example, if the University wants to
consider adding or changing an organ transplant benefit, it may receive this summary health information to assess the cost of that
benefit.



The Plan may also use or disclose your PHI for any purpose required by law, such as responding to a court order, subpoena, warrant,
summons, or similar process authorized under state or federal law; to identify or locate a suspect, fugitive, material witness, or similar
person; to provide information about the victim of a crime if, under certain limited circumstances, the Plan is unable to obtain

the person’s agreement; to report a death we believe may be the result of criminal conduct; to report criminal conduct at the
University; to coroners or medical examiners; in emergency circumstances to report a crime, the location of the crime or victims,

or the identity, description, or location of the person who committed the crime; to authorized federal officials for intelligence,
counterintelligence, and other national security authorized by law; and, to authorized federal officials so they may conduct special
investigations or provide protection to the President, other authorized persons, or foreign heads of state.

The Plan may disclose medical information about you for public health activities. These activities generally include licensing and
certification carried out by public health authorities; prevention or control of disease, injury, or disability; reports of births and
deaths; reports of child abuse or neglect; notifications to people who may have been exposed to a disease or may be at risk for
contracting or spreading a disease or condition; organ or tissue donation; and notifications to appropriate government authorities if
we believe a patient has been the victim of abuse, neglect, or domestic violence. The Plan will make this disclosure when required by
law, or if you agree to the disclosure or when authorized by law and the disclosure isnecessary to prevent serious harm.

Uses and disclosures other than those listed will be made only with your written authorization. Types of uses and disclosures requiring
authorization include use or disclosure of psychotherapy notes (with limited exceptions to include certain treatment, payment or
healthcare operations); use or disclosure for marketing purposes (with limited exceptions); and disclosure in exchange for
remuneration on behalf of the recipient of your protected health information.

You should be aware that the Plan is not responsible for any further disclosures made by the party to whom you authorize the release
of your PHI. If you provide the Plan with authorization to use or disclose your PHI, you may revoke that authorization, in writing, at
any time. If you revoke your authorization, the Plan will no longer use or disclose your PHI for the reasons covered by your written
authorization.

You’'re Rights
You have the following rights with respect to your protected health information:

Right to Inspectand Copy. You have the right to inspect and copy certain protected health information that may be used to make
decisions about your health care benefits. To inspect and copy your protected health information, you must submit your
request in writing to Michigan State University Human Resources. If you request a copy of the information, the Plan may charge
a reasonable fee for the costs of copying, mailing, or other supplies associated with your request.

The Plan may deny your request to inspect and copy in certain very limited circumstances. If you are denied access to your medical
information, you may request that the denial be reviewed by submitting a written request to Michigan State University Human
Resources.

Right to Amend. If you feel that the protected health information the Plan has about you is incorrect or incomplete, you may ask it
to amend the information. You may request an amendment for as long as the information is kept by or for the Plan.

To request an amendment, your request must be made in writing and submitted to Michigan State University Human Resources. In
addition, you must provide a reason that supports your request.

The Plan may deny your request for an amendment if it isnot in writing or does not include a reason to support the request. In
addition, the plan may deny your request if you ask it to amend information that is not part of the medical information kept by or
for the Plan; was not created by the Plan, unless the person or entity that created the information isno longer available to make the
amendment; is not part of the information that you would be permitted to inspect and copy or is already accurate and complete.

If your request is denied, you have the right to file a statement of disagreement. Any future disclosures of the disputed information
will include your statement.

Right to an Accounting of Disclosures. You have the right to request an “accounting” of certain disclosures of your protected
health information. The accounting will not include (1) disclosures for purposes of treatment, payment, or health care operations;
(2) disclosures made to you; (3) disclosures made pursuant to your authorization; (4) disclosures made to friends or family in your
presence or because of an emergency; (5) disclosures for national security purposes; and (6) disclosures incidental to otherwise
permissible disclosures.

To request this listor accounting of disclosures, you must submit your request in writing to Michigan State University Human
Resources. Your request must state a time period of not longer than six years and may not include dates before April 14, 2003. Your
request should indicate in what form you want the list (for example, paper or electronic). The first list you request within a 12-month
period will be provided free of charge. For additional lists, the Plan may charge you for the costs of providing the list. You will be
notified of the costinvolved and you may choose to withdraw or modify your request at that time before any costs are incurred.



Right to Request Restrictions. You have the right to request a restriction or limitation on your protected health information that is
used or disclosed for treatment, payment, or health care operations. You also have the right to request a limit on your protected
health information that is disclosed to someone who is involved in your care or the payment for your care, such as a family
member or friend. For example, you could ask that the Plan not use or disclose information about a surgery that you had.

Except as provided in the next paragraph, the Plan is not required to agree to your request. However, if it does agree to the
request, it will honor the restriction until you revoke it or the Plan notifies you.

Effective February 17, 2010 (or such other date specified as the effective date under applicable law), the Plan will comply with
any restriction request if: (1) except as otherwise required by law, the disclosure is to the health plan for purposes of carrying
out payment or health care operations (and is not for purposes of carrying out treatment); and (2) the protected health
information pertains solely to a health care item or service for which the health care provider involved has been paid out-of-
pocket in full.

To request restrictions, you must make your request in writing to Michigan State University Human Resources. In your request,
you must tell the Plan (1) what information you want to limit; (2) whether you want to limit the use, disclosure, or both; and (3)
to whom you want the limits to apply—for example, disclosures to your spouse.

Right to Request Confidential Communications. You have the right to request that you receive communications about medical
matters in a certain way or at a certain location. For example, you can ask that you are only contacted at work or by mail.

To request confidential communications, you must make your request in writing to Michigan State University Human Resources.
You will not be asked the reason for your request. Your request must specify how or where you wish to be contacted. The Plan will
accommaodate all reasonable requests if you clearly provide information that the disclosure of all or part of your protected
information could endanger you.

Right to be Notified of a Breach. You have the right to be notified in the event that the Plan (or a Business Associate) discover a
breach of unsecured protected health information.

Right to Obtain a Paper Copy of This Notice. You have the right to a paper copy of this Notice of Privacy Practices at any time.
Even if you have agreed to receive this notice electronically, you are still entitled to a paper copy.

Complaints

If you believe your privacy rights have been violated, you may file a complaint with the Plan or with the Secretary of the U.S.
Department of Health and Human Services. Michigan State University Human Resources can provide you with the address upon
request.

Plan Contact Information:

Contact Person: Director of Total Compensation and Wellness
Contact Office: Michigan State University
Address: 1407 South Harrison Road, Suite 110

East Lansing, M1 48823-5287
Telephone: 517-353-4434
Fax: 517-432-3862

This contact information for the Plan may change from time to time. The most recent information will be included in the Plan’s
most recent benefit brochures and on the Michigan State University Human Resources website: www.hr.msu.edu/benefits.


http://www.hr.msu.edu/benefits

